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Rules of Procedure
Complaints procedure / whistleblower procedure

(hereinafter referred to as the whistleblower procedure)
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1. What is the whistleblower procedure?

Responsible, ethical and lawful conduct is of highest priority for the Telefénica Deutschland
Group' ("Telefénica Deutschland") in its own business activities and in its relationships with
its employees, business partners, customers and other stakeholders.

Telefénica Deutschland has established a whistleblowing procedure that allows individuals,
companies, and other organisations, such as non-governmental organisations, to report
human rights and environment-related risks or violations, as well as violations of applicable
law or internal guidelines and business principles.?

2. How are informants protected?
The protection of the informant is paramount in our whistleblower procedure. Discrimination
or punishment due to the submission of reports® will not be tolerated by Telefonica
Deutschland.
Telefénica Deutschland ensures that the confidentiality of the identity of the informant and
any other persons mentioned in the report is protected and that unauthorized employees do
not gain access to this information.
All persons entrusted with processing a report are obliged to maintain confidentiality.

The external ombudsperson is additionally bound by the lawyer’s professional duty of
confidentiality and only passes on personal data with the informants consent.

All submitted reports are handled in accordance with the data protection regulations.*

3. Who can make a report?

The whistleblower procedure is open to anyone who is either directly affected or acts as an
informant of an affected person. Informantscan be, for example, employees, contractors,
direct and indirect suppliers, customers, residents, investors, other companies or non-
governmental organisations (NGOs).

The whistleblower procedure is always free to use.

" The Telefénica Deutschland Group includes the following relevant companies here: Telefénica Germany GmbH & Co
OHG, TGCS Rostock GmbH, TGCS Nirnberg, TGCS Bremen, TGCS Hamburg, Telefonica Germany Business Sales
GmbH, Telefénica Germany Retail GmbH, E-Plus Service GmbH, AY YILDIZ Communications, Ortel Mobile GmbH, TCFS
Potsdam GmbH; Wayra Deutschland GmbH.

2 The procedure covers risks or violations within the meaning of the German Act on Corporate Due Diligence
Obligations in Supply Chains (Lieferkettensorgfaltspflichtengesetz/ LkSG), breaches of applicable law under § 2 of the
German Whistleblower Protection Act (Hinweisgeberschutzgesetz/ HinSchG) as well as other legislation and internal
guidelines.

3 All reports, complaints, and tips are hereinafter referred to as “reports”.

4 Data protection information for informantsis stored in the data protection information sheet for the whistleblower
procedure.
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4. What topics does the whistleblower procedure cover?

The whistleblower procedure covers reports on risks and violations related to a variety of

topics:

Human Rights and
Environment

= Violations of human rights, e.g.,
discrimination in the workplace,
working conditions in production

Violations of environmental
obligations by the company, e.g., air
and water pollution

Violations ofthe Declaration of
Principles on Respecting Human
Rights or the Supply Chain
Sustainability Policy

2 CEEETENEY

Not covered by the
whistleblower procedure

O

= Violations of applicable law within the = Contract terminations

meaning of § 2 HinSchG and other Clai
laws (e.g., bribery, fraud) Hamns
= Technical problems
= Violations of internal guidelines and

business principles = Customer complaints without human

rights relevance

"‘ Human Rights mailbox
and Ombudsperson

Please contact our customer
service.

Tell-Us-channel
and Ombudsperson
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Please refer to Annex | for a detailed overview of human rights and environmental issues.

5. How can reports be submitted?

Reports can be submitted via the following channels:

Ombudsperson:

Reports can be submitted to an independent lawyer who acts as an ombudsperson and is not

part of Telefénica Deutschland.

The Ombudsperson accepts reports on all topics mentioned in Chapter 4 and forwards them
to the responsible internal department.

The external ombudsperson Dr Rainer Buchert can be contacted® via:

e e-mail: dr-buchert@dr-buchert.de

e the contact form

o telephone: (+49) (0)69 710 33 330 (Monday-Friday, 9am-6pm)
o fax: (+49) (0)69 710 34 44 4

e mail:

Attorney at Law Dr. Rainer Buchert
Kaiserstral3e 22
60311 Frankfurt am Main

Germany

5 Languages in which the ombudsman can be contacted: Bulgarian, Danish, German, English, Finnish, Irish (Gaelic),
Italian, Croatian, Dutch, Portuguese, Russian, Serbian, Slovak, Slovenian, Spanish, Flemish, French, Polish, Romanian,

Czech, Hungarian
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As a lawyer, the ombudsperson is bound by confidentiality.

Further information about the ombudsperson can be found at:
www.telefonica.de/ombudsperson

Human Rights mailbox
Human rights and environment-related reports can be sent directly by e-mail at humanrights-
de@telefonica.com to the Human Rights mailbox of Telefénica Deutschland.

Tell-Us-channel
Reports according to the German Whistleblower Protection Act (HinSchG) as well as possible
compliance violations can be sent directly via e-mail to tell-us@telefonica.com.

6. Can reports also be submitted anonymously?

Reports can also be submitted anonymously by phone or mail. However, in case of an
anonymous report, consultations with the informantare not possible. Therefore, it is particularly
important that as much information as possible is provided so that the report can be
adequately understood and processed.

When submitting the report via the ombudsperson’s contact form, the informant can choose
whether personal data is passed on to Telefonica Deutschland. In this case, the informant
communicates exclusively with the ombudsperson.

Even if a report is not submitted anonymously, the personal data of the informantwill be treated
confidentially (see also Chapter 2).

7. What information should a report contain?

To enable proper processing, it is important that reports contain relevant information and
descriptions. The following information can be helpful:

¢ What has happened?

¢ When or in what period of time did the incident occur?

o Where did the incident occur (e.g. in which country, at which company, at which
supplier)?

e Whois involved?

e Which other people are aware of the incident?

8. Who is responsible for processing the reports received?

Telefonica Deutschland ensures that all persons entrusted with the execution of this
whistleblowing procedure work independently, are obliged to maintain confidentiality and
possess the necessary qualifications.
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For human rights or environment-related reports, the external ombudsperson and employees
from the Corporate Responsibility & Sustainability department who manage the Human Rights
mailbox are responsible for an initial assessment of the report and communication with the
informant. The cross-departmental Human Rights Committee and the Human Rights Officer
of Telefénica Deutschland are responsible for evaluating reports and deriving any necessary
measures.

For reports related to the German Whistleblower Protection Act (HinSchG) and for
compliance-related reports, the external ombudsperson and trained employees from the
Compliance department may process the reports and communicate with the informant.

9. What happens after a report is submitted and how quickly are reports
processed?

What happens to my report?

The Telefénica Deutschland whistleblower-procedure for human rights and
environment-related risks or violations is derived from the requirements of the
German Act on Corporate Due Diligence Obligations in Supply Chains (LkSG) and the
German Whistleblower Protection Act (HinSchG). Detailed information regarding this
process can be found in the rules of procedure

After 3 months you will

i receive a notification
regarding your report

You submit a report. and, if applicable, about

implemented or planned

-
i measures.
' k|
You receive confirmation of
receipt within 7 days.
. / i
1 ]
! 1
3. If necessary, you will be contacted to Your report is processed, and
discuss follow-up questions and measures are introduced where
@ details regarding your report. necessary.

a. Confirmation of receipt of your report

The informant will receive a confirmation of receipt within seven days after submitting the
report, if the reporting channel permits.

This excludes customer complaints that are not related to human rights or the environment
within the meaning of the German Act on Corporate Due Diligence Obligations in Supply
Chains (LkSG) or compliance within the meaning of § 2 of the German Whistleblower
Protection Act (HinSchG) and other laws.
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b. Examination of human rights and environment-related reports

If the report was not submitted anonymously, the informant will be contacted within 14 days of
receipt of the report to inquire about further information regarding the report and expectations
for possible measures.

The further examination of the report is carried out by the Corporate Responsibility &
Sustainability department and the Human Rights Committee, maintaining confidentiality (see
Chapter 2 and Chapter 6 for more information on confidentiality and anonymity). Depending
on the specific case, other relevant contact persons will also be involved. The informant will
be regularly informed about the status of the procedure.

After the examination is completed, an assessment is made as to whether the report concerns
a human rights or environmental violation or risk. If this is the case, further relevant internal
and external stakeholders (e.g. departments or suppliers) will be involved if necessary to take
appropriate preventive or remedial measures.

For a report that falls within the scope of the German Act on Corporate Due Diligence
Obligations in Supply Chains (LkSG), the informant generally receives information about the
outcome of the procedure within three months of the confirmation of receipt. However, for
extensive and/or complex reports, processing may take longer.

If the report is unfounded, Telefénica Deutschland will discontinue the procedure and inform
the informant of this decision. A report is unfounded if no risk or violation of human rights or
environment-related obligations has been identified, or the report has no connection to
Telefénica Deutschland or its business partners. The whistleblower procedure remains
available to the informant at all times, even after a procedure has been concluded.

c. Examination of compliance-related reports

If the report was not sent anonymously, the informant can be contacted to discuss the facts of
the report in more detail.

Further coordination of the investigation is carried out by the Compliance Department by
maintaining confidentiality.

For a report that falls within the scope of the German Whistleblower Protection Act (HinSchG),
the informant, will receive information on planned or already taken follow-up measures and
relevant reasoning within three months of receiving confirmation of receipt if the chosen
reporting channel permits it.

10.Can a report also be submitted to external reporting offices?

Informantsalso have the option of submitting an external report to the relevant federal, state,
or European Union bodies, institutions or authorities. In particular, the following may be
considered:
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e The complaint procedure for the German Act on Corporate Due Diligence Obligations in
Supply Chains (LkSG) of the Federal Office for Economic Affairs and Export Control
(BAFA)

o The National Contact Point for the OECD Guidelines of the Federal Ministry for Economic
Affairs and Energy (BMWE)

o The central external reporting office of the Federal Office of Justice (BfJ)

e The whistleblower system of the Federal Financial Supervisory Authority (BaFin)

e The whistleblower system of the Bundeskartellamt (BKartA)

***Este documento esta clasificado como USO INTERNO por TELEFONICA.
***This document is classified as INTERNAL USE by TELEFONICA.


https://www.bafa.de/EN/Supply_Chain_Act/Submit_Complaint/submit_complaint_node.html
https://www.bundeswirtschaftsministerium.de/Redaktion/EN/Dossier/national-contact-point-ncp.html
https://www.bkms-system.net/bkwebanon/report/clientInfo?cin=2BaF6&c=-1&language=ger
https://www.bkms-system.net/bkwebanon/report/clientInfo?cin=2bkarta151&c=-1&language=ger

ANNEX |

Overview of human rights and environmental obligations:

Rights of vulnerable persons : Occupational health and safety
and labour rights
+ Unequal treatment and

discrimination at the workplace : - Insufficient Occupational Health
+ Child labour and hazardous work : and Safety
for children and adolescents ; - Inadequate working hours or breaks
- Forced eviction and displacement - Inadequate housing for employees
of Indigenous Peoples + Restriction of access to sanitation

- Wages below the subsistence level
- Forced labour and modern slavery

Freedom of association and
collective rights

Civil and Political rights

- Violation of the right to life

« Torture or cruel, inhuman or . HUMAN RIGHTS AND : - Prohibition, obstruction or

degrading treatment ENVIRONMENTAL discrimination of trade unions and

« Restrictions of liberty and security . worker representatives

« Infringement or suppression of OBLIGATIONS: - Suppression of collective bargaining
freedom of opinion, thought, Risks and Potential + Forced eviction and displacement of
conscience and religion N Violations in Focus local communities

« Use of security forces to suppress or
mistreat people

Data protection and privacy Environmental obligations

+ Misuse of personal data : - Pollution or degradation of natural resources
« Surveillance of customers or (e.g. water, soll, air, forests)
employees without consent «+ Noise pollution
+ Non-compliance with data protection + Restriction of access to natural resources
regulations « Improper handling of hazardous substances

(e.g. hazardous waste and chemicals)
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